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(57) ABSTRACT

Systems and methods are disclosed herein for managing elec-
tronic access to a plurality of computerized insurance ser-
vices. A network interface is configured to receive a user
identity provided by auser remote to the system and an access
request from the user to access a selected computerized insur-
ance service from the plurality of computerized insurance
services. A memory stores computer executable instructions
which, when executed by a processor, cause the system to
determine a set of access rights for the user based on the user
identity and an insurance-related role associated with the user
identity and allow the user to access the selected computer-
ized insurance service according to the access request only if
the access requested is included in the determined set of
access rights. At least two of the computerized insurance
services are implemented on substantially different informa-
tion platforms.
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1
SYSTEM AND METHOD FOR PROVIDING
DYNAMIC INSURANCE PORTAL
TRANSACTION AUTHENTICATION AND
AUTHORIZATION

FIELD OF THE INVENTION

In general, the invention relates to systems and methods for
computerized user self-registration, authentication, and
authorization for access to anumber of computerized services
offered by an insurance company.

BACKGROUND OF THE INVENTION

Insurance companies provide a range of services to their
customers. For example, an insurance company may offer
workers’ compensation insurance, property insurance, life
insurance, vehicle insurance, and/or business insurance ser-
vices to their customers. Further, insurance companies often
offer related services, for example, mutual fund, annuity,
college savings plan, and/or retirement plan services. Cus-
tomers access and interact with these insurance services by
accessing Internet websites and/or other electronic network
resources maintained by the insurance company. For
example, a user may change a level of coverage, deposit or
withdraw funds, and/or change beneficiary information for a
given insurance service using a website maintained by the
insurance company for that service.

An insurance company may maintain substantial network
resources (e.g., servers, databases, and information reposito-
ries) to provide customers with electronic access to these
insurance services. However, the resources for different
insurance services are typically located on different comput-
ing systems that may additionally operate on different infor-
mation platforms. As a result, there is typically little or no
information exchange among the individual computerized
insurance services offered by an insurance company. The
fragmented and disparate structure of typical insurance net-
works creates many inconveniences for insurance companies
and their customers.

Typically, a customer’s interactions with the insurance
company are fragmented. For example, a user’s online pref-
erences and settings (e.g., with respect to a preferred mailing
addresses, mode of contact, beneficiaries, and/or bank
account information) enacted through one computerized
insurance service are not readily available when the user uses
another computerized insurance service of the same insur-
ance company. Similarly, a user may be required to register
separately for each insurance service and reenter his or her
online preferences and settings for each service. The lack of a
global profile management framework across all of the com-
puterized insurance services offered by an insurance com-
pany inconveniences both the insurance company and its
customers.

Further, it is difficult for the insurance company to main-
tain security across all of'its insurance services. For example,
actions that are indicative of fraud or trusted behavior with
respect to a user’s interactions with one computerized insur-
ance service are not automatically shared with the other com-
puterized insurance services offered by the company. For
example, a user may act to increase security with respect to
one of the computerized insurance services (e.g., by creating
highly secure login credentials) in a manner that is not rec-
ognized by the other computerized insurance services. Simi-
larly, activities that are indicative of fraud (e.g., multiple
failed login attempts or access from a suspect IP address) that
occur in relation to one computerized insurance service may
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not be recognized by the other computerized insurance ser-
vices offered by the company. The lack of a global security
framework for registration, authentication, and authorization
across all of the computerized insurance services offered by
an insurance company inconveniences both the insurance
company and its customers.

SUMMARY

Therefore, there is a need for systems and methods to
integrate the substantial networking and computing resources
used by an insurance company to provide the range of insur-
ance services described above. Specifically, there is a need to
integrate security information and user profile information so
that pertinent data is shared between all the insurance services
in an automated, timely, and minimally intrusive manner.
Further, there is a need to dynamically and globally update
security information and user profile information based on
user and non-user interactions that occur with respect to indi-
vidual insurance services. By integrating networking and
computing resources for the range of insurance services, an
insurance company may provide more secure and accurate
self-registration of a user of an insurance system, more secure
and accurate authentication and authorization of user
requested activities with the insurance system, and a simpler
and more flexible interface from which a user can select
preferences and other settings for the user’s interactions with
the insurance system.

Accordingly, systems and methods are disclosed herein for
managing electronic access to a plurality of computerized
insurance services. The system includes a processor, a net-
work interface, and a memory. The network interface is con-
figured to receive a user identity provided by a user remote to
the system and an access request from the user to access a
selected computerized insurance service from the plurality of
computerized insurance services. The memory stores com-
puter executable instructions which, when executed by the
processor, cause the system to determine a set of access rights
for the user based on the user identity and an insurance-
related role associated with the user identity, as related to the
selected computerized insurance service. The computer
executable instructions, when executed by the processor, fur-
ther cause the system to allow the user to access the selected
computerized insurance service according to the access
request only if the access requested is included in the deter-
mined set of access rights. At least two of the computerized
insurance services are implemented on substantially different
information platforms.

In some embodiments, the network interface is further
configured to receive a user request to change the insurance-
related role associated with the user identity from a first role
to a second role. Further, in some embodiments, the first role
and the second role are each selected from a personal role, a
claimant role, a beneficiary role, an agent role, and a business
role. In some embodiments, a plurality of insurance-related
roles are associated with the user identity, and the network
interface is further configured to receive a first request from
the user to select a document delivery preference for docu-
ments of the selected computerized insurance service that are
associated with a first of the plurality of insurance-related
roles, and a second request from the user to select a document
delivery preference for documents of the selected computer-
ized insurance service that are associated with a second of the
plurality of insurance-related roles. In some embodiments, a
document delivery preference is selected from e-mail deliv-
ery, paper delivery, and fax delivery. Further, in some embodi-
ments, the plurality of computerized insurance services com-
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prises at least one non-property insurance service selected
from a 401(k) retirement service and an annuity investment
service.

In some embodiments, the computer executable instruc-
tions, when executed by the processor, further cause the pro-
cessorto include an access right in the set of access rights only
if an authentication score associated with the user identity is
greater than a threshold value. Additionally, in some embodi-
ments, the set of access rights is determined based on the
selected computerized insurance service. Further, in some
embodiments, the set of access rights includes a right to
withdraw funds associated with the selected computerized
insurance service and a right to modify beneficiary informa-
tion associated with the selected computerized insurance ser-
vice.

In some embodiments, the computer executable instruc-
tions, when executed by the processor, further cause the pro-
cessor to determine the threshold value based on the selected
computerized insurance service. Additionally, in some
embodiments, the memory separately stores a threshold value
for each of the plurality of computerized insurance services
and retrieves the threshold value corresponding to the
selected computerized insurance service. Further, in some
embodiments, the threshold value is based on a device type
from which the user identity was received, and the device type
is one of a stationary computing device located in a private
location, a stationary computing device located in a public
area, and a handheld wireless mobile device.

In some embodiments, the computer executable instruc-
tions, when executed by the processor, further cause the pro-
cessor to determine the authentication score by determining a
base component and a dynamic component of the authenti-
cation score, where the base component is retrieved from the
memory and represents activities associated with the user
identity prior to receiving the access request, and the dynamic
component represents activities associated with the user iden-
tity including and after receiving the access request. Still
further, in some embodiments, the base component is deter-
mined based, at least in part, on one or more secure informa-
tion items provided during a first-time registration of the user
identity. Further, in some embodiments, the base component
is determined based, at least in part, on a history of successful
or unsuccessful login attempts associated with the user iden-
tity. Additionally, in some embodiments, the dynamic com-
ponent is determined based on a device type from which the
access request was received. In some embodiments, the
dynamic component is automatically updated during a user
activity session based on at least one non-user action that
occurs during the activity session.

In some embodiments, the computer executable instruc-
tions, when executed by the processor, further cause the pro-
cessor to prompt the user to provide information related to
one or more previously established security credentials if the
access requested is not included in the set of access rights.
Further, in some embodiments, the computer executable
instructions, when executed by the processor, further cause
the processor to prompt the user to provide information for
one or more secure information items if the access requested
is not included in the set of access rights, update the authen-
tication score in response to the user provided one or more
secure information items, and update the set of access rights
based, at least in part, on the updated authentication score.
Additionally, in some embodiments, the computer executable
instructions, when executed by the processor, further cause
the processor to, prior to prompting a user to provide infor-
mation for one or more secure information items, inform the
user that the access requested is not allowed, and prompt the
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user the select a security credential type from a plurality of
security credentials types that can be used to increase the
authentication score.

Further, systems and methods are disclosed herein for
managing user information related to a plurality of comput-
erized insurance services. The system includes a processor, a
database, a network interface, and a memory. The database
stores user information for the plurality of computerized
insurance services. The information stored in the database
includes a plurality of user identities, and, for each user iden-
tity in the plurality of user identities, an indication of which of
the plurality of computerized insurance services the user
identity is registered for. The information stored in the data-
base further includes, for a user identity in the plurality ofuser
identities and a computerized insurance service for which the
user identity is registered, a plurality of insurance-related
roles associated with the user identity in relation to the com-
puterized insurance service. The network interface is config-
ured to receive a user identity and a request related to a
selected one of the computerized insurance services provided
by a user remote to the system. The memory stores computer
executable instructions which, when executed by the proces-
sor, cause the system to determine an insurance-related role
for the received user identity, identify a storage location in the
database corresponding to the received user identity, the
selected computerized information service, and the deter-
mined insurance-related role, retrieve, from the identified
storage location, a first authentication score, calculate a sec-
ond authentication score based, at least in part, on user activ-
ity with the selected computerized insurance service in rela-
tion to the received request, and store, in the identified storage
location, the second authentication score in place of the first
authentication score.

In some embodiments, the determined insurance-related
role is selected from a personal role, a claimant role, a ben-
eficiary role, an agent role, and a business role. Further, in
some embodiments, the information stored in the database
further comprises a plurality of document delivery prefer-
ences for a corresponding plurality of insurance-related roles
for a given user identity, wherein at least one of the document
delivery preferences is selected from e-mail delivery, paper
delivery, and fax delivery. Additionally, in some embodi-
ments, the computer executable instructions, when executed
by the processor, further cause the processor to, in response to
the storing of the second authentication score in place of the
first authentication score, automatically store the second
authentication score in another storage location of the data-
base that corresponds to the received user identity, the deter-
mined insurance-related role, and a computerized insurance
service other than the selected computerized insurance ser-
vice.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing discussion will be understood more readily
from the following detailed description of the invention with
reference to the following drawings:

FIG. 1 is a block diagram of a system for performing user
self-registration, authentication, and authorization to govern
access to a number of computerized insurance services
according to an illustrative embodiment of the invention.

FIG. 2 is a block diagram of a computing device used for
carrying out at least some of the business logic processing
described in relation to FIG. 1 according to an illustrative
embodiment of the invention.
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FIG. 3 is an illustration of a graphical user interface for
accessing computerized insurance services through an inte-
grated insurance portal according to an illustrative embodi-
ment of the invention.

FIG. 4 is an illustration of a graphical user interface for
securely setting and modifying document delivery prefer-
ences according to an illustrative embodiment of the inven-
tion.

FIG. 5 is an architectural diagram of an implementation of
the integrated system servers depicted in FIG. 1 according to
an illustrative embodiment of the invention.

FIG. 6 is a flowchart of a method for the self-registration of
a user of an integrated insurance system according to an
illustrative embodiment of the invention.

FIG. 7 is a flowchart of a method showing further details
for the self-registration of a user of an integrated insurance
system according to an illustrative embodiment of the inven-
tion.

FIG. 8 is a flowchart of a method used by an integrated
insurance system to selectively grant access to features of
computerized insurance services based on access rights
according to an illustrative embodiment of the invention.

FIG. 9 is a flowchart of a method used by a security module
to track an authentication score for a user identity over time
based on user and non-user interactions with an integrated
insurance system.

FIG. 10 depicts illustrative data structures for storing pro-
file, security, and other information for user accounts accord-
ing to an illustrative embodiment of the invention.

DESCRIPTION OF CERTAIN ILLUSTRATIVE
EMBODIMENTS

To provide an overall understanding of the invention, cer-
tain illustrative embodiments will now be described, includ-
ing systems and methods for computerized user self-registra-
tion, authentication, and authorization for access to a number
of computerized services offered by an insurance company.
However, it will be understood by one of ordinary skill that
the systems and methods described herein may be adapted
and modified as is appropriate for the application being
addressed and that the systems and methods described herein
may be employed in other suitable applications, and that such
other additions and modifications will not depart from the
scope thereof.

The disclosure that follows describes, inter alia, techniques
for granting access to secure features of computerized insur-
ance services based on a set of user access rights. In particular,
the disclosure relates to systems and methods for determining
access rights for a user based on the user’s previously estab-
lished security credentials and temporary and permanent
authentication step-up procedures. The user’s set of access
rights may change over time due to user interactions with the
computerized insurance services and due to non-user events.

FIG. 1 is a block diagram of a system 100 for performing
user self-registration, authentication, and authorization to
govern access to a number of computerized insurance ser-
vices according to an illustrative embodiment of the inven-
tion. The system 100 includes an integrated insurance system
108 maintained by an insurance company. The integrated
insurance system 108 includes a front-end computing system
109, computerized insurance services 102, and an internal
information repository 104. These computing devices are
connected by a local area network 124.

The front-end computing system 109 is an intermediary
between customers of the insurance company and the com-
puterized insurance services 102. The computerized insur-
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ance services 102 represents a plurality of separately main-
tained electronic insurance services. At least some of the
individual services of the computerized insurance services
102 are maintained on separate computing systems (e.g.,
servers, databases, and information repositories) that operate
on different, and generally incompatible, information plat-
forms. Further, the various computerized insurance services
of'the computerized insurance services 102 may be located in
the same information center (e.g., data processing facility) or
may be spread out across multiple geographically separate
information centers.

The computerized insurance services 102 may include, for
example and without limitation, some or all of health insur-
ance, fire insurance, life insurance, vehicle insurance, busi-
ness insurance, mutual fund, annuity, college savings plan,
and retirement plan services. Despite the fragmented nature
of the individual insurance services included in the comput-
erized insurance services 102, the integrated insurance sys-
tem 108 provides a single integrated experience to customers
of the insurance company by logically treating the comput-
erized insurance services 102 as “back-end” services and
arbitrating access to the back-end services using the front-end
computing system 109.

To do so, the front-end computing system 109 allows cus-
tomers of the insurance company to securely self-register for
a single global network account (i.e., user-identity). The
front-end computing system 109 then monitors and governs
the user’s subsequent access to each of computerized insur-
ance services 102 for which the user has access rights. In
some embodiments, new customers are required to self-reg-
ister for this global user identity in place of creating specific
accounts for the individual computerized insurance services
102. In some embodiments, users having existing “legacy”
accounts for some or all of the computerized insurance ser-
vices 102 are requested or required to merge those accounts
into a new global account based on a global user identity. In
some embodiments, the computerized insurance services 102
includes at least one insurance service that is implemented on
a legacy information platform that is directly accessible by
entering a corresponding Internet address into a web browser
and at least one insurance service that is accessible only
through a global portal available to those who have registered
for a global user identity.

Once registered for a global account, customers may man-
age security and profile preferences and settings through a
single global user interface provided by the integrated insur-
ance system 108. Changes made through the global interface
are automatically effective for each of the other computerized
insurance services of the computerized insurance services
102, so that preferences and settings are uniform across all of
the computerized insurance services used by a given cus-
tomer.

Further, the front-end computing system 109 manages self-
registration, authentication, and authorization functions
across all of the computerized insurance services 102. The
front-end computing system 109 also maintains global infor-
mation on user profiles (e.g., with respect to a preferred
mailing addresses, mode of contact, beneficiaries, and/or
bank account information) and roles associated with the user
profiles.

The front-end computing system 109 also monitors and
detects actions that are indicative of fraud or trusted behavior
that occur in relation to a user’s identity with one of the
computerized insurance services 102 and applies this infor-
mation globally to the other computerized insurance services.
For example, a user may take action to increase his security
level with respective to one computerized insurance service
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(e.g., by providing a biometric identifier or creating highly
secure login credentials). As another example, events may
occur that are indicative of fraud (e.g., repeated failed login
attempts or access from a new IP address) with respect to one
of'the computerized insurance services 102. In both cases, the
front-end computing system 109 collects this information and
applies it globally to modify a temporary and/or longer term
trust level associated with the user identity (i.e., in the form of
an authentication score, as will be described subsequently).
The front-end computing service may automatically query
the individual computerized insurance services 102 to collect
this information. Additionally or alternatively, the individual
computerized insurance services 102 may automatically,
without being queried, send data to the front-end computing
system to provide this information.

To perform these and other functions, the front-end com-
puting system 109 includes a plurality of integrated system
servers 112, a network interface 114, an insurance company
database 116, a processing unit 120, and company terminals
122. The front-end computing system 109 is also communi-
catively coupled to an internal information repository 104.
These computing devices are connected by the local area
network 124.

The network interface 114 is responsible for receiving user
access requests related to the computerized insurance ser-
vices 102 and distributing the requests among the integrated
system servers 112. The integrated system servers 112
receive data from the network interface 114 and manage the
data to provide integrative functionality as described above.
To do so, the integrated system servers 112 execute computer
executable instructions for a user profile module, a security
module, and a portal module using one or more processors, as
will be further described subsequently.

The insurance company database 116 stores information
related to registered users of the front-end computing system
109. For each user identity registered with the front-end com-
puting system 109, the database 116 may store, for example
and without limitation, security information including an
authentication score for each of a plurality of roles associated
with the user identity, security credentials previously estab-
lished for the user identity, and historical interactions of the
user identity with the front-end computing system 109 and
the computerized insurance services 102. Further, for each
user identity registered with the front-end computing system
109, the database 116 may store, for example and without
limitation, user profile information including document
delivery preferences, contact preferences, beneficiary infor-
mation, and policy information for the user identity. Further
details on the implementation of the database 116, in accor-
dance with some embodiments, are further discussed in rela-
tion to FIG. 10. In some embodiments, the database 116 is not
located within the front-end computing system 109, but
instead, is communicatively connected to the front-end com-
puting system 109 via the communications network 150. In
this case, appropriate security controls (e.g., secure http con-
nections) are used to ensure that data stored in the database
116 is not retrieved or otherwise obtained by unintended
parties.

The processing unit 120 executes computer executable
instructions to support the user self-registration, authentica-
tion, and authorization functions of the front-end computing
system 109. The processing unit 120 includes one or more
processors. For example, the processing unit 120 may include
an authentication score processor for determining and updat-
ing an authentication score associated with a given user iden-
tity and role from data obtained from the database 116, the
integrated system servers 112, and/or from an internal infor-
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mation repository 104. The processing unit 120 also includes
an access rights processor that determines access rights (e.g.,
read and write access rights) for a user identity to a given one
of'the computerized insurance services 102 (based on, among
other things, an authentication score). An exemplary imple-
mentation of a computing device for use in the front-end
computing system 109 is discussed in greater detail in rela-
tion to FIG. 2.

The company terminals 122 allow insurance company
employees to interact with the integrated insurance system
108 through various user interfaces displayed on the company
terminals 122. The interfaces include, for example and with-
out limitation, interfaces to review and manually adjust user
profile data, security data, historical user transaction data, and
to retrieve data related to insurance policies. The interfaces
may be integrated into one or more websites for managing the
integrated insurance system 108 or they may be integrated
into thin or thick software clients or stand alone software. The
company terminals 122 can be any computing devices suit-
able for carrying out the processes described above, including
personal computers, laptop computers, tablet computers,
smartphones, servers, and other computing devices. In some
embodiments, different insurance company employees may
be given different access privileges. For example, marketing
employees may only be able to retrieve information on insur-
ance policies but not to make any changes to insurance policy
data.

The front-end computing system 109 may obtain informa-
tion from one or more public or private databases in order to
perform self-registration, authentication, authorization, and
other related functions. For example, the front-end comput-
ing system 109 may compare data provided by a user during
a self-registration process to information available from pub-
lic or private record databases (e.g., driving records, tax
records, criminal records, and financial records). Similarly,
the front-end computing system 109 may connect to one or
more public or private databases to generate challenge ques-
tions or access remotely generated security credentials such
as RSA or Captcha™ credentials.

In the illustration of FIG. 1, the front-end computing sys-
tem 109 is connected to private database, i.e., the internal
information repository 104, that is maintained by the insur-
ance company. The internal information repository 104 may
store past insurance claim information for a user of the inte-
grated insurance system 109, and some of this information
may be used to establish one or more security credentials for
the user. As further illustrated in FIG. 1, the front-end com-
puting system 109 is also connected to external databases
121. The external databases 121 generally include both public
and private (e.g., subscription-based) databases. The physical
locations of the individual databases of the external databases
121 may span a wide geographic area.

User computing devices 130 and 132 provide various user
interfaces for customers to interact with the integrated insur-
ance system 108 over the communications network 150. Cur-
rent and potential customers interact with the user computing
devices 130 and 132 to access the features of the computer-
ized insurance services 102. For example, a user may use the
user computing device 130 to view and/or modity informa-
tion related to a life insurance policy, register for new insur-
ance services, or merge existing legacy insurance accounts. A
user may use user computing device 130 to authenticate
themselves to the integrated insurance system 108, either on
a temporary or permanent basis, or to perform any other
suitable insurance function as described in the disclosure
herein.
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The data exchange between the front-end computing sys-
tem 109 and the other computing devices and systems in FI1G.
1 can occur using push and pull technologies where the inte-
grated system servers 112 of the integrated insurance system
108 can act as both a server and client. In some embodiments,
the integrated system servers 112 can request to receive peri-
odic data feeds from the computerized insurance services
102, company terminals 122, the internal information reposi-
tory 104, and/or user computing devices 130 and 132. The
communication between the integrated system servers 112
and the other computing devices and system in FIG. 1 can
follow various known communication protocols, such as
TCP/IP, cellular protocols including GSM, Wi-Fi, Wi-Max,
or other wireless communications technologies or combina-
tion of wired or wireless channels.

In general, data exchanges between the front-end comput-
ing system 109 and the individual computerized insurance
services of the computerized insurance services 102 may be
initiated by either the front-end computing system 109 or the
individual computerized insurance services. Further, in cases
where the front-end computing system 109 uses a different
instruction set compared to the computerized insurance ser-
vice to which it is communicating, instructions may be trans-
lated by the transmitting party (i.e., either of the front-end
computing system 109 or the computerized insurance ser-
vice) into a format easily interpretable by the receiving party.
For example, instructions may be translated using an appli-
cation programming interface (API).

FIG. 2 is a block diagram of a computing device 200 used
for carrying out at least some of the business logic processing
described in relation to FIG. 1 according to an illustrative
embodiment of the invention. The computing device 200
comprises at least one network interface unit 204, an input/
output controller 206, system memory 208, and one or more
data storage devices 214. The system memory 208 includes at
least one random access memory (RAM) 210 and at least one
read-only memory (ROM) 212. All of these elements are in
communication with a central processing unit (CPU) 202 to
facilitate the operation of the computing device 200. The
computing device 200 may be configured in many different
ways. For example, the computing device 200 may be a
conventional standalone computer or alternatively, the func-
tions of computing device 200 may be distributed across
multiple computer systems and architectures. The computing
device 200 may be configured to perform some or all of the
business logic processing described above in relation to FI1G.
1, or these functions may be distributed across multiple com-
puter systems and architectures. In the embodiment shown in
FIG. 1, the computing device 200 is linked, via communica-
tions network 150 or local area network 124 to other servers
or systems housed by the integrated insurance system 108,
such as the network interface 114, and the integrated system
servers 112. The computing device 200 interfaces with third
parties 224 through the communications network 150. Third
parties 224 may include one or both of user computing
devices 130 and 132.

The computing device 200 may be configured in a distrib-
uted architecture, where databases and processors are housed
in separate units or locations. The computing device 200 may
also be implemented as a server located either on site at an
insurance company or external to the insurance company.
Some such units perform primary processing functions and
contain at a minimum a general controller or a processor 202
and a system memory 208. In such an embodiment, each of
these units is attached via the network interface unit 204 to a
communications hub or port (not shown) that serves as a
primary communication link with other servers, client or user
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computers and other related devices. The communications
hub or port may have minimal processing capability itself,
serving primarily as a communications router. A variety of
communications protocols may be part of the system, includ-
ing, but not limited to: Ethernet, SAP, SAS™, ATP, BLUE-
TOOTH™, GSM and TCP/IP.

The CPU 202 comprises a processor, such as one or more
conventional microprocessors, and one or more supplemen-
tary co-processors, such as math co-processors, for offload-
ing workload from the CPU 202. The CPU 202 is in commu-
nication with the network interface unit 204 and the input/
output controller 206, through which the CPU 202
communicates with other devices such as other servers, user
terminals, or devices. The network interface unit 204 and/or
the input/output controller 206 may include multiple commu-
nication channels for simultaneous communication with, for
example, other processors, servers or client terminals.
Devices in communication with each other need not be con-
tinually transmitting to each other. On the contrary, such
devices need only transmit to each other as necessary, may
actually refrain from exchanging data most of the time, and
may require several steps to be performed to establish a com-
munication link between the devices.

The CPU 202 is also in communication with the data stor-
age device 214. The data storage device 214 may comprise an
appropriate combination of magnetic, optical and/or semi-
conductor memory, and may include, for example, RAM,
ROM, flash drive, an optical disc such as a compact disc
and/or a hard disk or drive. The CPU 202 and the data storage
device 214 each may be, for example, located entirely within
a single computer or other computing device; or connected to
each other by a communication medium, such as a USB port,
serial port cable, a coaxial cable, an Ethernet type cable, a
telephone line, a radio frequency transceiver or other similar
wireless or wired medium or combination of the foregoing.
For example, the CPU 202 may be connected to the data
storage device 214 via the network interface unit 204.

The CPU 202 may be configured to perform one or more
particular processing functions. For example, the computing
device 200 may be configured for calculating an authentica-
tion score associated with a user identity and role. The same
computing device 200 or another similar computing device
may be configured for comparing an authentication score to a
threshold authentication value. The same computing device
200 or another similar computing device may be configured
for self-registering a user for a global user identity on the
front-end computing system 109.

The data storage device 214 may store, for example, (i) an
operating system 216 for the computing device 200; (ii) one
or more applications 218 (e.g., computer program code and/
or a computer program product) adapted to direct the CPU
202 inaccordance with the present invention, and particularly
in accordance with the processes described in detail with
regard to the CPU 202; and/or (iii) database(s) 220 adapted to
store information that may be utilized to store information
required by the program. The database(s) 220 may include all
or a subset of data stored in insurance company database 116
as well as additional data, such as formulas or manual adjust-
ments.

The operating system 216 and/or applications 218 may be
stored, for example, in a compressed, an uncompiled and/or
an encrypted format, and may include computer program
code. The instructions of the program may be read into a main
memory of the processor from a computer-readable medium
other than the data storage device 214, such as from the ROM
212 or from the RAM 210. While execution of sequences of
instructions in the program causes the CPU 202 to perform






